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OIIPEJEJIEHUA

B HacToslieM JOKYMEHTE WCIOJb3YIOTCA CIEIYIOUIME TEPMUHBI W HX
OINpPEJEICHHUS.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMA, COCTOALIAs W3 IEpCOHAa H
KOMIUJIEKCA CpEJCTB aBTOMATH3AlMU €ro JIEeATEIbHOCTH, peanusyromas uHpopma-
[IMOHHYIO TEXHOJOTHUIO BBITIOJIHEHUS] YCTAHOBJIEHHBIX (DYHKIIHIA.

AyTeHTH(PUKALMSA OTHPABUTE/ISI JAHHBIX — MOATBEPKIAECHUE TOrO, YTO OT-
IIpaBUTENb MOJYYEHHBIX JTAHHBIX COOTBETCTBYET 3asIBJIEHHOMY.

Bbe3onacHOCTh MePCOHANBHBIX JAHHBIX — COCTOSIHHE 3allMIEHHOCTH MEepPCo-
HAJIBHBIX JAHHBIX, XapaKTEPU3YEMOE CIOCOOHOCTBIO MOJIb30BATENEH, TEXHUYECKUX
CpeICTB M HMH(DPOPMAIMOHHBIX TEXHOJOTMH O00eCnedYuTh KOH(UIECHUIUATBHOCTD, Iie-
JOCTHOCTh M JIOCTYITHOCTh NEPCOHAJIBHBIX JaHHBIX NMpU MX 00paboTke B HH(pOpMa-
LMOHHBIX CUCTEMAaX MEPCOHATBHBIX IAHHBIX.

buomerpuyeckne  nepcoHabHbIE  JaHHbIE —  CBEJCHMS,  KOTOpBIE
XapaKTEPHU3YIOT (PU3HOJOTUYECKUE OCOOEHHOCTH YEJIOBEKAa M Ha OCHOBE KOTOPBIX
MO>XHO YCTaHOBUTH €r0 JIMYHOCTh, BKIIOYas (oTorpauu, OTIEYATKU MaJbLEB,
o0pa3 ceT4yaTKu rja3a, OCOOEHHOCTH CTPOEHUS Tela U APYrylo MOAOOHYIO
UH(pOpMaIHIO.

BbJioknpoBaHNe NMEepCOHATBHBIX JAHHBIX — BPEMEHHOE IpeKpalieHne coopa,
CUCTEMATHU3ALINK, HAKOIUICHUS, WCIOJIb30BaHUS, PACIpPOCTPAHEHUs, MEPCOHAIBHBIX
JAHHBIX, B TOM YHCJIE UX MEepelayu.

Bupyc (KOMObIOTEpPHBIH, MPOrPAMMHBbIN) — UCIOJHSIEMbIA MPOTrPaMMHBIN
KOJT WJIM WHTEPHPETUPYEMBI Ha0Op WHCTPYKIUH, OO0JaJaronIuii CBOMCTBaMH He-
CaHKUMOHUPOBAHHOTO PacCOpOCTpaHEHHsT W caMoBocrnpousBeneHusd. Co3gaHHbIE
TyOIuKaThl KOMIIBIOTEPHOTO BHpYyCa HE BCEI/la COBIMAJAIOT C OPUTHHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTD K JalIbHEHIIEMY pacIpOCTPAaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

Bpenonocnass mporpamMma — mporpamMma, NpeJIHa3Hauy€eHHas i OCYLIECTB-
JICHUSI HECAHKIIMOHUPOBAHHOTO JOCTymna W (WJM) BO3ACHCTBUS HA MEPCOHAIBLHBIC
JAaHHBIC WM PeCypChl HHPOPMAITMOHHONW CUCTEMBI IEPCOHATILHBIX JaHHBIX.

BcnomoraresibHbIe TeXHUYECKHE CpPeICcTBA W CHCTEMbI — TEXHUYECKHE
CpEIICTBA M CHCTEMbI, HE MpeIHAa3HAYeHHbIE JJIS Tepeadr, oOpabOTKM M XpaHEHUs
NIEPCOHAJIBHBIX JIaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEJICTBAMU
U CHCTeMaMH, MpeIHa3HAYCHHBIMU i1 0OpaOOTKH MEPCOHANBHBIX JAHHBIX WIH B
NOMEUICHHUAX, B KOTOPBIX YCTAHOBJICHbl HH(OPMAIIMOHHBIE CHCTEMBI MEPCOHATBHBIX
JTAHHBIX.

JocTtyn B omepauMoOHHYK cpeay KoMnblTepa (MHGOPMALMOHHOU
CHCTeMbl MEPCOHAJIBHBIX [JAaHHBIX)— IIOJYYCHHE BO3MOKHOCTM 3allyCKa Ha
BBIMOJIHEHUE INTATHBIX KOMaH[, (YHKUMA, MpOLEAyp OMNEPalMOHHOW CHUCTEMBI
(YHUYTOXKEHUSI, KOTTMPOBAHUS, IEPEMEILIECHHUS U T.11.), UCTIOJIHAEMBbIX (DailJIOB MPUKIIATHBIX
MIPOrpaMm.



JocTtyn Kk HH(OpMAUMU — BO3MOXKHOCTH MOJyYeHUsT MH(OpMALMM U €€ HC-
MOJIb30BAHUSI.

3ak/ia1ouHOe YCTPOMCTBO — 2JIEMEHT CPEICTBA CheMa MH(OPMAIIUK, CKPHITHO
BHEJPSIEMbIH (3aKJIaIbIBAEMBIN WM BHOCUMBII) B MECTa BO3MOYKHOTO CheMa MH(popMaIiiu
(B TOM umcie B OrpakACHHE, KOHCTPYKIIMIO, OOOpYIOBaHWE, MPEeIMEThl HWHTEpPhEpa,
TPAHCTIOPTHBIE CPEACTBA, @ TAKKE B TEXHUYECKUE CPEACTBA M CHUCTEMBI 00pabOTKH
uHbOpMaInN).

3amumaemass uHopManus — uUHPOpMAIUS, SBISIONIASACS TMPEIMETOM COO-
CTBEHHOCTM M TIOJJIeXKAalllasi 3alldTeé B COOTBETCTBUM C TPEOOBAHUSMH TMPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAHUSIMH, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAITUH.

UnenTndukamus — npucBoeHUE CYOBEKTaM U OOBbEKTaM JIOCTYNa WACHTHU-
dukaropa W (WIM) CpaBHEHUE TNPEABIBISIEMOrO HWACHTH(UKATOPa C MEpeYHEM
MIPUCBOCHHBIX UACHTHU(PUKATOPOB.

NHpopMaTUBHBIM CHIHAJ — DJIEKTPUYECKUE CHUTHAIBI, AKyCTHUYECKHUE, DIICK-
TPOMarHUTHBIE U Ipyrue (PU3MIECKUE MO, 10 MapaMeTpaM KOTOPhIX MOXKET ObITh pacKpbITa
KoH(ueHIMambHast  uHGopMalyst  (TepcoHANIbHBIE  JaHHBIE) oOpalarbiBaeMmas B
UH()OPMAITMOHHON CHCTEME TIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnass cucrema mnepcoHadabHbIX gaHHbIX (UCIIIH) —
MH(OpPMAIMOHHAS CUCTEMA, MPEACTABISAIOMAs COO0M COBOKYIMHOCTh NEPCOHAIBHBIX
JIAHHBIX, COJIepXkKaIUXCsl B 0a3e JaHHBIX, a Takke MH(OOPMAIIMOHHBIX TEXHOJOTHI U
TEXHUYECKUX  CPEACTB, TMO3BOJSIIOUIMX  OCYIIECTBIATH  0OpabOTKY  TakuxX
NEPCOHANBHBIX JaHHBIX C HCIOJB30BAHUEM CPEJICTB aBTOMATU3ALMK WM 0e3
WCIIOJIb30BaHUs TAKUX CPEJICTB.

NudopmanuoHHbIe TEXHOJOTHMH — MPOIIECCHI, METOIBI ITOUCKA, COOpa, XpaHEHHS,
00pabOTKH, MPETOCTABICHHS], PACIPOCTPaHEeHUsE MH(OPMALIMK U CLIOCOObI OCYLIECTBICHHUS
TaKUX MPOLIECCOB U METO/OB.

Hcnonb30BaHue MNEPCOHANBHBIX [JAHHBIX — JICUCTBUS (Omepanuu) ¢
MEePCOHATBLHBIMU JAaHHBIMU, COBEPIIIAEMbIC OTIEPATOPOM B IEJISAX MPUHATHS PEIICHUM
WM COBEPUICHUS WHBIX JEUCTBUM, MOPOXKIAIOIIMX HOPUIUYECKUE TOCICACTBUS B
OTHOIIEHUU CyObEKTa MEePCOHATBHBIX JAHHBIX WU JPYTHUX JIUIL JINOO UHBIM 00pazoM
3aTparvBaloNIUX TMpaBa U CBOOOABI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM APYTHX
JIUII.

HcTouHuk yrpo3nl Oe3onmacHocTH HHGpopMamum — CyYOBEKT JIOCTYyIa, Mare-
pUATBbHBIA OOBEKT WM (DU3MYUECKOE SIBJICHUE, SIBJISFOIIMECS MPUYMHON BO3HMKHOBEHUS
yrpo3bl 0€30MaCHOCTH UH(OPMAIUH.

KonTpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3aHUE, YaCThb 3aHM,
MOMEIIIEHHUE), B KOTOPOM HCKITFOUEHO HEKOHTPOJIMPYeMOe MpedbIBaHNE TTOCTOPOHHHUX JIII, a
TaKKe TPAHCTIOPTHBIX, TEXHUYECKUX U MHBIX MaTEpUATTbHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTEIBHOE TS COOIFO-
JICHUSI OTEPaTOpPOM WM WMHBIM TOJIYYMBIIMM JOCTYI K MEPCOHAIGHBIM JAHHBIM JIAIIOM



TpeOoBaHUE HE JOIMYCKaTh MX paclpocTpaHeHue 0e3 coryiacusi cyObeKTa MEepCOHAIBHBIX
JAHHBIX WM HAJTMYMS MTHOTO 3aKOHHOTO OCHOBAHHUSL.

MexceTeBOM JIKpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIHLHO-
pacnpesielieHHOe  MPOrpaMMHOE  (TIPOTpaMMHO-AIapaTHOe) — CPEACTBO  (KOMILIEKC),
peam3yroIIee KOHTPOJIb 3a MH(OPMAIUEH, TIOCTYTAIOMEeH B HH(POPMAITMOHHYIO CHCTEMY
MEPCOHATBHBIX JJAHHBIX U (M) BBIXOASAIICH U3 HUH(OPMAIIMOHHOW CUCTEMBI.

Hapymureab 0€30MaCHOCTH NMEPCOHAJBHBIX JAAHHBIX — (PU3UUECKOE JIUIIO,
CIy4aifHO WM TPEAHAMEPEHHO COBEPINIAOIIEE JICHCTBUS, CIIEICTBUEM KOTOPBIX SIBIIACTCS
HapyllleHue Oe30MacCHOCTH TMEPCOHANIBHBIX JAHHBIX TMPU MX 00palOTKE TEXHUYECKHMHU
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBromaTn3npoBaHHasi 00pad0TKa MEePCOHAJBHBIX JaHHBIX — 00paboTKa
NEPCOHANBHBIX  JIaHHBIX, COJAEpXKaIMXca B  HMH(DOPMALMOHHOW  CHCTEME
NEPCOHANBHBIX JaHHBIX JIMOO W3BICYCHHBIX W3 TAKOW CHUCTEMBI, CUYHTAETCS
OCYUIECTBJIEHHOM 0e3 MCTIOJb30BaHUS CpEICTB aBTOMAaTH3AINN
(HEaBTOMATH3MPOBAHHOM), €CIIM TaKhe JIEHCTBHS C MEPCOHATBLHBIMU JAHHBIMH, KaK
UCIIOJIb30BAHUE, YTOYHEHHUE, paCHpOCTpaHEHUE, YHUYTOXKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIIEHUU KaXJOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIOTCS IPU HEMTOCPEACTBEHHOM YYaCTHH YEIOBEKa.

He paexjsapupoBaHHbIe BO3MOKHOCTH — (YHKIMOHAIBHBIE BO3MOXKHOCTU
CPEJICTB BBIYMCIIMTEIILHON TEXHHUKH, HE OMMCAHHBIE WM HE COOTBETCTBYIOIIME OMTMCAHHBIM B
JOKYMEHTAllMM,  TPH  MWCMOJNB30BAHUM  KOTOPHIX ~ BO3MOXKHO  HapyIlICHUE
KOH(UICHITMATBHOCTH, JOCTYITHOCTH WJIH LIEJIOCTHOCTH 00padaThiBaeMoi HH(pOpMaIuu.

HecaHKIIMOHUPOBaHHBIN 10CTYyN (HECAHKIIMOHUPOBAHHBbIE JICHCTBUS) —
JOCTYIl K WHGpOpPMAIMK WM JIeHCcTBUS ¢ MH(OpPMAIMeH, Hapyllalolme npaBuia pas-
rpaHMYEHHs JOCTyNa C HCIOJB30BAaHUEM INTATHBIX CPEACTB, TMPEIOCTABIISIEMBIX
WH()OPMAITMOHHBIMHA CHCTEMaMH TTEPCOHANTBHBIX JTaHHBIX.

Hocurenns undgopmanuu — Gu3nieckoe JUI0 WIM MAaTepUATbHBIA 00BEKT, B TOM
yucne (pu3ndeckoe mosie, B KOTOPOM HMH(OpMAIMS HaXOAUT CBOE OTPHKEHHWE B BHUJIC
CHMBOJIOB, 00pa30B, CHTHAJIOB, TEXHUUECKUX PEUICHUH M TPOIECCOB, KOIMYECTBEHHBIX
XaPAKTEPUCTUK (PU3NIECKUX BEITMUNH.

O0e31MYUBaHUE TNEPCOHAJBHBIX [JaHHBIX — JICHCTBUSA, B pE3yJbTaTe
KOTOPBIX HEBO3MOXXHO OMNPEACIUTh MPUHAJIC)KHOCTh TIEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JaHHBIX.

OO0paboTka NepPCOHAJBHBIX JAHHBIX — JCWUCTBHS (OIEpalyy) C MEepPCOHANb-
HBIMH JaHHBIMH, BKITIOYasi cOOp, CHCTEMATH3aIIO, HAKOIUICHUE, XpaHEHHUE, YTOYHCHHUE
(oOHOBJEHME, U3MEHEHHE), UCTIOJIL30BaHUE, PACIPOCTPaHEHHE (B TOM YHCIE Mepeady),
o0e3nmmurBaHme, OJIOKUPOBAHNE, YHUITOKEHUE TIEPCOHATBHBIX JJAHHBIX.

OO0menocTynHble MepcoOHANbHbIE JaHHbIE — IEPCOHANIbHBIE JaHHBIE, JOCTYII
HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPHIM NPEJOCTaBIEH C corjacus cyObekTa
MEPCOHANBHBIX JAHHBIX WM Ha KOTOPbIE B COOTBETCTBHHM C (eneparbHbIMU
3aKOHAMH HE pacrpocTpaHsieTcs TpeboBaHue COONMIOACHUS KOH(UIECHIIUATLHOCTH.



Onepatop  (MEepCOHAJBHBIX  JAHHBIX) —  TOCYJApCTBEHHBIM  Opra,
MYHUIIMIIAIBHBIA OpraH, IOpUIMYecKoe WM (PU3MUECKOE JIMI0, OPraHu3yolee U (Min)
OCYHIECTBIISIOIIEE 00pabOTKy MEPCOHATBHBIX JAAHHBIX, 4 TAKXKE OMPEICISIONIUe e U
coziepkanue 00pabOTKH MEPCOHANBHBIX TaHHBIX.

Texnuveckue cpeacrsa HHPOPMAUMOHHOH CHCTEMBI NEPCOHAIbHBIX
JAHHBIX — CPEJCTBA BBIUYMCIHUTEIIHHON TEXHHUKH, WH(POPMAIIMOHHO-BBIYUCIHTEIHHBIC
KOMIUTEKCHI U CETH, CPE/ICTBA M CHICTEMBI Tiepeiaun, ipueMa u oopadotku [1/1H (cpencTsa u
CHCTEMBbl 3BYKO3AIUCH, 3BYKOYCHJICHUS, 3BYKOBOCIPOM3BEICHMS, IIEPETOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEICTBA HW3TOTOBJICHMS, THUPAKUPOBAHUS JOKYMEHTOB U
JpyrHe TEXHUUYECKUE CPEJICTBa 0OpabOTKU PEeUYeBOM, rpaduyeckoi, Buieo- U OyKBEHHO-
dpoBoit MHPOpMaLK), MPOrPaMMHBIE CPEACTBA (ONEPAIIMOHHBIE CHUCTEMBI, CUCTEMBI
yIpaBJieHus1 0a3aMy JAHHBIX W T.IL.), CPEJCTBA 3alUThl WHGOPMAIU, TPUMEHSIEMbIE B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBar (MuHpoOpManMu) — HENPABOMEPHOE MOIYYEHUE MH(POpMALUU C HC-
MOJIb30BaHUEM TEXHUYECKOTO CPEJICTBA, OCYILECTRIISIONIETO OOHApYKEHUE, IPUEM U
00paboTKy HH()OPMATUBHBIX CUTHAJIOB.

IlepconanbHbie TaHHBbIE — J1I00ass MHGOPMAIIKS, OTHOCSINASICS K ONpeaeeH-
HOMY WJIM OIpeIesieMOMY Ha OCHOBAaHUHU Takoil MH(popManuu (U3HYECKOMY JTHUILY
(cyOBeKTy mepCOHaIbHBIX JAHHBIX), B TOM 4Yuciie ero ¢haMumins, UMs, OTYECTBO, O/,
Mecsll, JaTa U MECTO POXKACHUA, aJpec, CEMEWHOE, COLMAIbHOE, UMYIIECTBEHHOE
MoJIOKEeHHE, o0pazoBaHue, mpodeccus, T0X0bl, Apyras nHGopMalus.

Io6ouHbIE 3JIEKTPOMATrHUTHbIE U3J1y4YeHust u HABOJKH —
AJIEKTPOMArHUTHBIE M3IYYCHHUS TEXHUYECKUX CPEICTB OOpabOTKH 3alluIaeMoi
uH(pOpMaIIK, BO3HUKAIOIINE KaK MOOOYHOE SIBIICHUE W BBI3BAHHBIC DJICKTPUUECKUMHU
CUTHAJIaMH, JCUCTBYIOIIMMHU B MX JJICKTPUYECKHX M MArHUTHBIX IEMAX, a TaKKe
AJIEKTPOMArHUTHBIE HABOJIKM OTUX CHUTHAJIOB HA TOKOMPOBOMASIIME JIMHUH,
KOHCTPYKIIMH U TIETTH TTUTaHUSI.

IMonuTHKAa «YMCTOTO CTOJIA» — KOMILJIEKC OpPraHU3aIllMOHHBIX MEPONPUSTUH,
KOHTPOJIMPYIOIINX OTCYTCTBHE 3aMMChIBAHUSI HAa OYMa)KHbIE HOCHUTEIM KIIIOUEH U
aTpuOyTOB IOCTYyMA (TapoJieil) U XpaHEeHUsI X BOJINU3M O0OBEKTOB JOCTYIIA.

Hoab30Baressb MHPOPMALNUOHHONW CHCTEMbI MMEPCOHAJIBHBIX [JAHHBIX —
JUI0, ydYacTBywomiee B  (YHKIMOHUPOBAHUM  HUH(DOPMAITMOHHONW  CHUCTEMBI
MEPCOHATLHBIX JAHHBIX WJIA UCTIONB3YIOIIEE PE3yIbTaThl €€ (PYHKITMOHUPOBAHMS.

IIpaBuja pasrpaHuyeHHsi J0CTYIAa — COBOKYIMHOCTh MpPaBWJ, perjiaMeHTHU-
PYIOIIUX TIpaBa JI0CTyna CyObEeKTOB JOCTYIMa K 00bEKTaM JIOCTyTa.

IIporpammHuasi 3akjaaka — KOJ IPOrpaMMbl, NMpeHAMEPEHHO BHECEHHBIN B
MPOrpaMMy C €0 OCYIIECTBUTHh yTEUKY, U3MEHUTH, OJIOKMPOBATH, YHUYTOXKHTH
WHOPMAITUIO WA YHUUYTOXKHUTh M MOAU(PUIIMPOBATH MPOTPAMMHOE OOECTICUeHHE
WH()OPMAITMOHHONW CHUCTEMBI TIEPCOHATBHBIX JTAaHHBIX W (WiIH) OJOKMpPOBATH arma-
paTHBIE CPEICTBA.



IIporpammHoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/JeliCTBHE —
HECAHKLIMOHUPOBAHHOE  BO3JECWCTBUE  HA  PECypChl  aBTOMATU3UPOBAHHOU
WH()OPMAIMOHHONW CHUCTEMBI, OCYILECTBIIIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHEe NEPCOHAJBHBIX [JaHHBIX — YMBIIUIEHHOE WIH CIIy4ailHOe
HapylIeHHe KOH(QUICHIIMATFHOCTYA EPCOHAITBHBIX JaHHBIX.

PacnpocTpanenne nmepcoHaJbHBIX JAHHBIX — JCHCTBUSA, HAIllpaBJICHHbIE Ha
nepefadyy MEpCOHANBHBIX JAaHHBIX ONpelesieHHOMY Kpyry Jjuil (mepemaua
NEPCOHANIbHBIX JaHHBIX) WM HAa O3HAKOMJIEHWE C TMEPCOHAIILHBIMU JIaHHBIMU
HEOTPAaHWYEHHOTO KpyTa JIMII, B TOM YUCJie 00HapOJ0BaHUE NIEPCOHATBHBIX JaHHBIX B
CpelcTBax  MaccoBoil  mHOpMalMu,  pa3MelieHue B MH(OpManMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CETSAX WM MPEIOCTaBIECHUE JIOCTYNa K MNEPCOHAIbHBIM
JAHHBIM KaKHUM-JINOO UHBIM CITIOCOOOM.

Pecypc uHpOpMAaLIMOHHOM CHCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WIIN arrapaTHoro oOecrieueHus (YyHKIMOHUPOBAHUS
MH(POPMaLIMOHHOM CUCTEMBI.

CnenuajbHble KAaTerOpMM IEPCOHAIBHBIX [JAHHBIX — [EPCOHAIbHBIC
JAHHBIE, KacaroIlMecs PACOBOM, HAMOHAIBHOW NPHHAIIEKHOCTH, MOJIUTHYECKUX
B3IJISJI0B, PEIUTHO3HBIX WM (PUIOCOPCKUX YOEXKIEHHI, COCTOSHUS 3I0POBbS U
WHTUMHOM )XKM3HU CyOBEKTa MEPCOHANbHBIX TAHHBIX.

CpeacrBa BbIYMCIMTEIbHON TEXHUKH — COBOKYTHOCTh IPOIPAMMHBIX M TEX-
HUYECKUX 3JIEMEHTOB CHCTEM OOpaOOTKH JIaHHBIX, CIHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOATEJIBHO WA B COCTaBE APYIMX CUCTEM.

CyobekT nocryna (cy0beKT)— JIMIIO WIM TPOIECC, JCHCTBUS KOTOPOTo per-
JAMEHTUPYIOTCS IPABWIIAMM pa3rpaHUYEHMS JOCTyTA.

TexHuveckuil KaHaJa yTe4KH MH(OPMALUM — COBOKYIHOCTb HOCHUTENS WH-
dbopmanmu  (cpeactBa 00paOOTKM), (U3MUECKOM Cpelbl  paclpocTpaHeHus WHGOp-
MaTHBHOTO CUTHAJIA U CPEJICTB, KOTOPBIMH JOOBIBAETCS 3alllMIaeMas HHPOpMaIiusl.

TpancrpanuyHasi mepefadya NepPCOHAJIBHBIX JIaHHBIX —  [epeaaya
MEPCOHANBHBIX JIAHHBIX oreparopoM yepes ['ocyaapcTBennyro rpanuny Poccuiickon
denepan  OpraHy BJacTM HMHOCTPAHHOTO TOCYAapcTBa, (U3UYECKOMY WIIU
IOPUINYECKOMY JIMIY HHOCTPAHHOT'O TOCYAapCTBA.

Yrpo3bl 0€30MaCHOCTH NMEPCOHAJIBHBIX JAHHBIX — COBOKYITHOCTH YCIIOBHI U
(akTOpOB, CO3AIOUIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJE CIy4YailHOro,
JIOCTYTa K MEPCOHATILHBIM JIAHHBIM, PE3YJIbTATOM KOTOPOr0 MOXKET CTarh YHHUUTOXKEHHE,
W3MEHEHUE, OJIOKUPOBAHUE, KOMMPOBAaHKE, PAcIpOCTPaHEHHE MEPCOHATBHBIX JTAHHBIX, a
TAKOKE WHBIX HECAHKIIMOHMPOBAHHBIX JCHUCTBHI TPH MX 00pabOTKe B MH(OPMAIIMOHHON
CHCTEME NIEPCOHATBHBIX JTAHHBIX.

YHUYTOKEHHE NMEePCOHATBbHBIX JAHHBIX — JICHCTBUS, B pe3yjibTare KOTOPBIX
HEBO3MO)KHO BOCCTAHOBUTH COJIEPKAHHUE MEPCOHATBHBIX JAHHBIX B HMH(OPMAIOHHOM



CUCTEME TMEPCOHAIBHBIX JAHHBIX WJIM B PeE3yJbTaTe KOTOPbIX YHUUYTOXKAKOTCS
MaTepHuaIbHbIE HOCUTEM MEPCOHATBHBIX JaHHBIX.

Yr1euka (3amuinaemMoii) uHGOpMaNMU M0 TEXHUNYECKUM KAaHAJIaM — HEKOH-
TPOJIMPYyEeMOE pacIpoCTpaHeHHE WH(POPMAIMKA OT HOCUTENS 3allvIacMoi HHGOpPMAIUH
gepe3 (GUBHYECKYI0 Cpely 10 TEXHHYECKOTO CPECTBA, OCYIIECTBIIIONICTO IepeXBaT
uH(pOpMaIUu.

Ys3BUMOCTD — cJ1a00CTh B CPEICTBAX 3ALIUTHIL, KOTOPYIO MOXKHO UCTIOIb30BaTh JIJIs
HapYIICHUS CUCTEMbI HJTH COJICp KaIleicsl B Hel HH(OpMAaITUH.

HesocTHOCTH MH(OPMAIIUH — CTTOCOOHOCTH CPEICTBA BHIYHUCIIUTEIIHHON TEXHUKU
WIM aBTOMAaTU3UPOBAHHOM CHCTEMbI OOECIieurMBaTh HEU3MEHHOCTh HWH(OpPMAIUK B
YCIIOBHUSIX CITYYaifHOTO W/WITH MPEeTHAMEPEHHOTO NCKaKEHHS (Pa3pyICHHS ).



OBO3HAYEHUSA N COKPALIEHUSA

ABC — aHTHBUpYCHBIE CPEJCTBA

APM — aBTOMaTU3MpOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCI1JIz — nadopMaIpioHHas: CHCTEMA MEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemas 30Ha

JIBC — nokanbHas BEIYUCIUTENbHASI CETh

HCJI — HeCaHKIIMOHUPOBAHHBIN TOCTYIT

OC — onepanioHHas cucTemMa

[1/11 — mepcoHanbHBIE JaHHBIE

[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

[1O — nporpammHoe obecrieueHue

[IBMUH — no6ouHble 37IeKTpOMarHUTHBIE U3Ty4eHHS U HABOJIKU
CA3 — cucrema aHanu3a 3alllUIIIEHHOCTH

C3U — cpeacTra 3ammThl HHPOpMAIUU

C3I1dn — cuctema (mMoacucTemMa) 3aiuThl TEPCOHAIBHBIX TAHHBIX
COB — cucrema 0OHapy>KEHHSI BTOPKEHUI

TKYU — TexHnueckre KaHaibl yTeUKH HHPOpMAaLU

VYBIIIH — yrpo3sl 6e301acHOCTH MTEPCOHATBHBIX JTAHHBIX



BBEJAEHUE

Hacrosimas Konuenmusi onpenensier OCHOBHBIE LIEAWM W 3aJaud, a TAKKE
OOITy 0 CTPATETHIO TOCTPOSHUSI CUCTEMBI 3aIIUTHI TepCcOHATBHBIX AaHHBIX (C3I1/1H).
KoHnuenuust onpenensieT OCHOBHble TpeOoBaHMs W 0a30Bble MOAXOABI K HX
peanu3anuu, A JOCTHXKEeHHs TpeOyeMoro ypoBHs 6€301acHOCTH UH(OpMAIIUH.

Konuenuust pa3zpaboraHa B COOTBETCTBUM C CHUCTEMHBIM MOAXOAOM K
obecrieueHnto nHPOpMaIMOHHONW 6e30macHOCTH. CHCTEMHBIN MOIXO0 MPEAoaraet
MPOBEJCHUE KOMIUIEKCA MEPOIPUATHM, BKIIOYAIOMIMX MCCJIEAOBAaHUE YIpo3
uH(GOPMAIMOHHON 0E30MaCHOCTH U pa3paboTKy cucTembl 3amuThl [1/1H, ¢ mo3unmu
KOMIUIEKCHOTO TPUMEHEHMS TEXHUYECKUX W OpPraHU3allMOHHBIX MEp U CPEJICTB
3aIUTHI.

[Tox undpopmanmonHoit Oe3omacHocThio [I/IH TMOHMMAaETCs 3aIUIIEHHOCTD
MEPCOHANIBHBIX JIaHHBIX W oOOpalaTkiBaroled uX HHOPACTPYKTYphl OT JIHOOBIX
CIIy4alHbIX WJIH 3JIOHAMEPECHHBIX BO3JCUCTBUN, PE3YJIbTATOM KOTOPBIX MOKET
SABUTBHCSI HAHECEHUE yuiepOa camoi nHdopmaimu, ee Biaaenbiam (cyobextam [1J[H)
uiu  uHpacTpykType. 3amaud  uHGOPMAIMOHHONW O€30MacHOCTH CBOJASTCA K
MUHUMU3AIUU yiiepOa OT BO3MOXKHOW peanuzanuu yrpo3 OesomacHoctu [1J1H, a
TaKke K MPOrHO3UPOBAHUIO U TPEAOTBPAILICHUIO TAKUX BO3ICHCTBUA.

KoHuenmust ciy’>kUT OCHOBOW JiJIsi pa3pa0O0TKH KOMITJIEKCA OPraHU3aIlMOHHBIX
U TEXHUYECKUX Mep 1o obecnedyeHuto uHpopmannonHoi 6ezomacHoctu JIC3H, a
TaK)K€ HOPMATUBHBIX M METOJAMYECKHX JOKYMEHTOB, OOECIECYUBAIOIINX €€
peanu3alioo, U He Mpeanoiaraet moaMeHsl (DYHKIUNA TOCyIapCTBEHHBIX OPTraHOB
Binactu Poccuiickoii ®denepanuu, oTBevaronMx 3a oOecnedeHue Oe30MacHOCTH
MH(POPMAITMOHHBIX TEXHOJIOTUHN U 3alUTy UH(GOPMAIIUHU.

Konuenuus ssBisgeTcst METOIOJIOTHYECKOM OCHOBOM JIS:

- hhopMUPOBaHUS U TPOBEJICHUS €IWHON IMOJUTHUKU B 00JIacTH OOeCIeUCHUS
oesonacuoctu [1/1a B UCIT[Ia IC3H;

- IPUHSTHS YIPABICHUYCCKUX PEIICHUN W pa3pabOTKU MPAKTUYECKUX MEp IO
BOIUIOIICHUIO  TONUTUKK  Oe3omacHoct [IJ[H W BbIpaOOTKM  KOMILIEKCA
COTJIACOBAHHBIX Mep HOPMAaTHUBHO-TIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHU3allMOHHO-TEXHUYECKOTO0  XapaKTepa, HaIpaBJIICHHBIX Ha  BBISBIICHHE,
OTPaXEHUE U JIMKBUJIALIUIO MOCJIEACTBUM peanu3alry pa3nuHbIX BUAOB yrpo3 [1/1H;

- KOOpJMHAIMU JEATEeNbHOCTU CTPYKTYpHBbIX mnojapasnenenuit JIC3H mnpu
npoBeneHnn paboT mo pasButuio U okcruryataruu WUCIIJIH ¢ cobOmoaennem
TpeboBaHuii ooecrieuenus 6e3onacuoctu I1/1H;

- pa3pabOTKM  MPEUIOKEHUH [0  COBEPIICHCTBOBAHUIO  IPABOBOTO,
HOPMATUBHOT'O, METOJUYECKOT0, TEXHUYECKOTO0 W OPTraHU3AlMOHHOIO o0OecreueHus
oesomacuoctu [11a 8 UCIT[da JC3H.



[IpaBoBoii 6a30i1 4151 pazpaboTKy HacTosmer Konuenmuu ciayxar TpeOoBaHUs
JNEUCTBYIONMX B Poccum 3aKOHOJATENBHBIX W HOPMAaTUBHBIX JIOKYMEHTOB IIO
obecrieueHuto0 0€30MacHOCTH epcoHaNbHBIX TaHHBIX (IT/1H).



1 O01mue moj0KeHus

Hacrosmas KoHuenuus ompenenser OCHOBHBIE LEIM M 33Ja4d, a TaKKe
OOIIYIO0 CTPATETUIO MOCTPOEHUS CUCTEMBI 3aIUTHI TepCOHANbHBIX AaHHbIX (C3I11H),
B cooreBerctBuM ¢ Inepeudem MCII/In. Konuenmus omnpeaenser OCHOBHBIE
TpeOoBaHUS U 0a30BbIC MOAXOJBI K HUX pead3alu, A JOCTHKEHHUsS TpeOyemMoro
ypOBHS 6€30MacHOCTH WH(OPMALIUH.

C3I1In mpexacraBnseT coOOH COBOKYITHOCTh OpTraHU3AMOHHBIX U TeX-
HUYECKUX MEpOnpHATHi Juisl 3amuThl [I/I[H OT HempaBOMEpPHOTO WM CIIy4alHOIO
JOCTyla K HUM, YHUYTOXEHMS, W3MEHEHUs, OJOKMPOBAHUS, KONMMPOBAHUs, pac-
npoctpaneHus [1/1H, a Takke MHBIX HENPABOMEPHBIX JECUCTBUM C HUMM.

be3onacHOCTh NEPCOHAIBHBIX JAHHBIX JOCTUIAECTCS IIyTEM HCKIIOUYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIJE CIy4ailHOro, JOCTyna K MEepCOHAIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOJKET CTaTh YHHUYTOXXEHHE, HW3MEHEHHE,
OJIOKHpOBaHUE, KOMHUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JIaHHBIX, a TaKkKe
VHBIX HECAaHKIIMOHUPOBAHHBIX JECHCTBHH.

Crpykrypa, coctaB U ocHOBHble (yHKIMU C3II/IH ompenenstoTcs UCXOas U3
kinacca MCIIIu. C3II[IH BKIIOYAeT OpraHU3allMOHHBIE MEPbl W TEXHUYECKHUE
CpEeICTBA  3alUTHI uHbOopMauu (B TOM  YHUCIE mu(poBanbHbIE
(kpunTorpaguyeckue) CpeACTBa, CpencTBa IIPENOTBPAILCHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, YTEYKW MH(POPMAIMK MO TEXHUYECKUM KaHajam,
POrPaMMHO-TEXHUYECKUX BO3ICHCTBUI Ha TEXHUYECKHE CpeACTBAa OO0pabOTKU
[1/1H), a Takxke uCHONb3yeMble B MH(OPMAIIMOHHON CHCTEME WH(pOpMalUOHHBIE
TE€XHOJIOTHH.

OTu Mepbl IPU3BaHbl 00ECICUNTh:

- KOH(pUIEHIHAJBHOCTh MH(pOpMauu (3allUTa OT HECAHKLIMOHUPOBAHHOTO
O3HAKOMJICHUS );

- HEJIOCTHOCTh  MHpOpMaMK  (aKTYyaJIbHOCTh U HENPOTUBOPEUYMBOCTH
uHopMaIy, €€ 3allUIIEHHOCTh OT pa3pylIeHUuss M HECAHKIMOHUPOBAHHOTO
U3MEHEHHUS);

- J0CTYNHOCTH MH(pOpMAIUU (BO3MOXKHOCTh 3a MPUEMIIEMOE BPEMSI MOJTYUUTh
TpeOyemMyro HH()OPMALIMOHHYIO YCIIYTY).

Craauu co3ganus C3I1JIH BKIIOYaAIOT:

- IPENPOEKTHAs CTaJus, BKIIOYAIOIIAs MPEANPOEKTHOE O0O0CieI0BaHNE
NCIIdH, pa3paboTKy TeXHUYECKOTro 3a1anus Ha mpoektupoBanue C3I1/IH;

- craaus npoekThupoBanus U peanuszanuu UCIIH, BkiItoyaromas pazpaboTKy
C3I1dn B coctaBe UCII/H;



- ctagus BBoga B Aericteue C3II/IH, BKIOYArOIIas ONBITHYIO SKCIUTyaTaluio U
MPUEMO-CIATOYHbIE UCIBITAHUS CPEJICTB 3allUThl MH(POPMALMM, a TAKXKE OLIEHKY
cootBercTBUs MCIT/IH TpeOoBanusim Oe30macHOCTH UH(OpMaIuu.

Opranu3aliMoHHblE MEpPbl MPEAYCMATPUBAKOT CO3JIaHHE W MOJJEpKaHUE
npaBoBoi 0a3pl Oe3omacHoctu II[IlH u pa3paboTky (BBeieHHE B JCHCTBHE)
MPEyCMOTPEHHBIX [Tomutukoit wWHPOPMATMOHHON  OE30MMaCHOCTH JC3H
CJIIEAYIOIIUX OPraHU3ALMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB:

- [Inan meponpuatuii o obecneueHuto 3amuThl [1[IH npu ux oOpaboTke B
NCIIdH;

- [1nan MeponpusTUii 110 KOHTPOJTIO obecrieueHus 3amuThl [1J1H;

- [lopsnox pe3epBupoBaHus U BoccTaHoBieHUs pabotocrocoonoctu TC u I10,
0a3 nanubeix u C3U,;

- JlomxnoctHas uHctpykuusa agmuauctpatopa UCIIAH B yacTtu oOecnieueHus
oe3onacHoctu [1/IH mpu nux obpadotke B UCII/IH;

- JlomkHOCTHAs HHCTPYKIUS agMuHucTparopa o6e3onacHoctu UCITIH;

- JlomknoctHas uHCTpykuusi monb3oBatenss WCII[AH B yactu oOecrieueHus
6e3onacHoctu [1/In mpu ux obpadotke B UCII/IH;

- MUHCTpyKIMs Ha cly4yaid BOBHUKHOBEHHS BHEILITATHOW CUTYallUH,

TexHru4ecKkue Mephl 3aUIUThl PEaTU3yIOTCd MPHU MOMOUIM COOTBETCTBYIOIIMX
IIPOTPAMMHO-TEXHUYECKUX CPEACTB U METOJOB 3AILUTHI.

[lepeyenb HEOOXOAMMBIX Mep 3alUThl MHGOPMAIMK ONpEenensieTcs Io
pesyapratam ayaura VCII/IH B yupexaeHun.


Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc
Приложение%2014%20План%20внутренних%20проверок.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2013%20Порядок%20резервирования%20и%20восстановления%20работоспособности%20ТС%20и%20ПО,%20баз%20данных%20и%20СЗИ.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2017%20Инструкция%20администратора%20ИСПДн.doc
Приложение%2019%20Инструкция%20администратора%20безопасности%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc
Приложение%2020%20Инструкция%20пользователя%20по%20обеспечению%20безопасности%20обработки%20персональных%20данных,%20при%20возникновении%20внештатных%20ситуаций.doc

2 3apauu C3I1/1n

OcHoBHoit nenpto C3IIJIH sBaseTcss MUHUMM3AIUS yiiepoda OT BO3MOXKHOMU
peanuzauuu yrpo3 6ezonacHoctu [1/1H.

Jns noctwkeHuss ocHOBHOM 1enu cucteMa OesomnacHoctu [1JIn MCII/IH
T0JDKHA oOecrieunBaTh () (PEKTUBHOE PEIICHNUE CIASAYIOMNX 3a/1a4:

- 3aIIMTy OT BMemiatenbcTBa B Tmpouecc ¢yakiuonupoanus WCIIn
MOCTOPOHHMX JIHI] (BO3MOXKHOCTh HcCHodb30BaHud AC M JOCTyIl K €€ pecypcam
JOJDKHBI  HMMETh  TOJIBKO  3apETHCTPUPOBAHHBIE  YCTAHOBIEHHBIM  IMOPSAKOM
M0JIb30BATEIH );

- pasrpaHUYE€HUE  JIOCTyIlA  3apPETHUCTPUPOBAHHBIX  MOJIb30BAaTEIEd K
anmapaTHbIM, TPOrpaMMHBIM U HHGopManoHHbIM pecypcam UCIIIH (BO3MOXKHOCTD
JIOCTyIIa TOJBKO K TEM PECypCaM M BBINOJHEHUA TOJBKO TEX OIEpaluil C HUMHU,
KOTOpbI€ HEOOXOAMMBbI KOHKpeTHbIM Tosb3oBatessiM WCII[IH ayisi BBINOJHEHUS
CBOUX CIIY>K€OHBIX OOS3aHHOCTEW), TO €CTh 3aIIUTY OT HECAHKIMOHHWPOBAHHOTO
JIOCTyIIA:

a) k uadopmaruu, mupkynupyromeit B UCIT/IH;

0) cpeactBaM BerunciauTenbHor Texuuku UCIH;

B) almapaTHbIM, MPOTPAMMHBIM U KPUNTOTpadUUECKUM CpeICTBaM
3aIMThl, ucnoiab3yembeiM B UCII/IH;

- KOHTPOJIb 1IEJIOCTHOCTU (0OecreueHrne HEM3MEHHOCTH) Cpelbl UCTOJHECHUS
MPOrpaMM U €€ BOCCTAHOBJICHUE B CIIy4ae HapYIICHUS,

- 3alIUTY OT HECAHKIMOHUPOBAHHON MOAU(DUKAIIUA U KOHTPOJb 1IETOCTHOCTH
ucnons3yembix B MCII/IH mporpaMMHBIX CpEICTB, a TAKXKE 3aIIUTY CUCTEMBI OT
BHE/IPEHHS] HECAHKIIMOHUPOBAHHBIX IIPOTPaMM;

- 3anuTy [I/lH OT yTeuku Mo TEXHUYECKHM KaHajgaMm Impu ee oOpabdoTke,
XpPaHECHUU U Mepeaade Mo KaHajaaM CBSA3H;

- 3amuty I1/IH, Xpanumoii, oOpabaTeiBaeMOl U TiepeaBaeMoi IO KaHajiam
CBSI3M, OT HECAHKIIMOHUPOBAHHOTO Pa3TJIallieHUsI WA UCKAKEHUS;

- obecrieueHUe  JKUBYYeCTH  Kpuntorpaduueckux  CpPeACTB  3allUThI
uH(OpMAITUU IPU KOMIIPOMETAIIUN YaCTH KITFOYEBOM CUCTEMBI;

- CBOCBPEMEHHOE BBISBJIICHHE UCTOYHHKOB yrpo3 Oe3omacHoctu [1/1H, mpuunn
U YCIOBUH, CHOCOOCTBYIOUIMX HaHEceHHI0 yuiepOa cyOwektam IIJ[H, co3manue
MEXaHHM3Ma OIepaTUBHOTO pearupoBaHuss Ha yrpo3el Oe3omacHoctd [IJIlH u
HETAaTHUBHbBIC TCHACHIINH;

- CO3/IJaHU€ YCJIOBUM JJI1 MUHUMM3ALUKM M JIOKAJIU3AIMK HAHOCUMOTO yiepoa
HEMPABOMEPHBIMHU JIEUCTBUAMH (PUBUYECKUX W IOPUIWYECKUX JIMIl, OCjabJIeHHe
HETaTUBHOTO BJIMSHUS W JIMKBHUIAIIUS ITOCIEACTBUI HapymeHus 6e3omacHoctu [1/]H.



3 O0BbeKTHI 3aIUTHI

3.1 llepeyeHb UHGOPMALIMOHHBIX CHCTEM

B JC3H npousBoguTcs  00pabOTKa  MEPCOHANBHBIX  JaHHBIX B
nHGOPMAIIMOHHBIX cucTeMax 00paboTku nepcoHanbHbIX JaHHBIX (MCITIH).

[lepeuenr UCII[JH ompenensiercas Ha ocHoBaHMM OTuera O NPOBEACHUU
aynura.

3.2 llepeyeHb 00bEKTOB 3alIIUTHI

OObeKxTaMu 3alIUThHI SBISIIOTCA — HHGopManusi, oopadbarsiBaemast B UCII/IH, u
TEXHUYECKUE CPEJICTBA €€ 00pabOTKU U 3amMThl. [lepeueHp nepcoHaabHbIX TaHHBIX,
NOJJIeXKAIINX 3alluTe, onpezencH B [lepeyHe nepcoHanbHBIX JAHHBIX, MOJIEKALIUX
samute B CIIJ]. OOBEKTHI 3alUTHl BKIIOYAIOT:

1) O6pabaTeiBacMast HHGOPMAIIHS.

2) TexHonoruueckas HHGOpMaIIUsI.

3) [IporpaMMHO-TEXHUYECKUE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3amutsl [1/1H.

5) Kanabl nH()OpMAIIMOHHOTO OOMEHA U TEJICKOMMYHHKAIINH.

6) OOBEKTHI U TIOMEIIEHUS, B KOTOPBIX pa3menieHbl komrmoHeHTsl CTT/IH.



4 Kanaccupurkanus noab3oBaresneit UCII/In

[Tons3zoBarenem VCII/IH siBisieTcs aUIl0, y4acTBYOIIee B (PyHKIIMOHUPOBAHUHU
UHPOPMAIIMOHHONW  CHCTEMBbl TMEpPCOHANBHBIX JAHHBIX WM  HCIOJB3YIOIIEe
pesynbTaThl ee QyHkuuoHupoBanus. [lomb3oBatenem WCII[An sBasercs mo0oi
corpyanuk [IC3H, nmeromuii noctyn k UCII[IH u ee pecypcaMm B COOTBETCTBUU C
YCTAaHOBJICHHBIM  TOPSIAKOM, B  COOTBETCTBUM C €ro  (yHKIHMOHAJIbHBIMU
00513aHHOCTSIMH.

[Tonb3oBatenu MCII/IH aendrcs Ha 1Be OCHOBHBIE KATETOPHHU:

1) Anmunuctparop UCITIH. CoTpyaHHKH yUpexIeHUs, KOTOPbIA 3aHUMAETCs
HAaCTPOMKOW, BHEIPEHUEM M CONPOBOXKIAeHUEM cucTeMbl. Anmunuctparop UCIIIn
o0aaeT CIeAyOIUM YPOBHEM JIOCTyHA!
obnamaer mNOJAHOM MWHPopMamuell O CUCTEMHOM M IPUKIAJIHOM
nporpammHom obecnieueHun UCIIx;
obOnamaer MOJHOM HMHPOpMALME O TEXHUYECKHX CpEACTBAX U
koHpurypaunu UCII/H;

MMEET JIOCTYI KO BCEM TEXHUYECKUM CPEJICTBAM 00pabOTKM MH(POPMALIMH U
nanabiM UCITIH;
oOnanaer mpaBaMu KOH(GUIYpPUPOBAHHUS U aJMUHHCTPATUBHOW HACTPOIMKHU

texHnueckux cpencts UCITIH.

2) Onepatop  UCII[In. CoTpyAHUKH  TOApPA3ACICHUN  YUPESHKICHHS,
yuactByromue B mpouecce skcruryatanuu WCII[Ia. Oneparop UCII[AH oGnamaer
CJIEAYIOIIUM YPOBHEM JOCTYIIA:

- o0nazaer BceMU HEOOXOIMMBIMU aTpuOyTamu (Hampumep, Napojem),

00€eCMeynBaOIIMMU JTIOCTYTI K HEKOTOpOMY noAMHOkecTBY [1/1H;

- pacniosiaraeT KOH(QUIACHIMATBHBIMUA JaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Kareropun mosnw3oBaresneit J0KHBI ObITH omnpeaeniensl as kaxaon UCIIJIH.
JIOMKHO OBITh YTOUHEHO pa3JelieHHe COTPYJHUKOB BHYTPU KaTeropuii, B
COOTBETCTBUM C THUIIAaMH  TIOJIb30BaTelled  omnpeneneHHbiMu B [lonuTuke
MH(OPMAITMOHHON O€30MTaCHOCTH.

Bce BbIsABIEHHBIE TpYyNIIBI IOJB30BATENIEW oOTpaxaroTcs B Otuere 1o
pe3ysibTatam BHYTpeHHeEW npoBepku. Ha ocHoBanmm Otuera ompenenstorcs mpasa
noctyna K asnemeHtam MCII[IH nms Bcex rpynn IMOJb30BaTENE W OTPaXKarOTCS B
[TonoskeHnn O pa3rpaHUYEHMH MpaB JOCTyNa K oOpadaThiBaeMbIM IEPCOHATBHBIM
JAHHBIM.



5 OCHOBHBIC MPUHIMIIBI MOCTPOCHUSA CHCTEMbI KOMILJIEKCHOM 3aIMThI
uHopMauuu

[Toctpoenue cucremsl obecnieuenust 6ezonacHoctu [1In UCITH yupexnenus
U ee (PYHKIMOHUPOBAHWE JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU  CO
CHEAYIOINMA OCHOBHBIMH NPUHIIUIIAMH:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILUIEKCHOCTB;

- HEMPEPBIBHOCTA;

- CBOEBPEMEHHOCTD;

- IPEEMCTBEHHOCTh U HEMPEPBIBHOCTH COBEPIICHCTBOBAHUS,

- IEPCOHAJIbHASL OTBETCTBEHHOCTB;

- MUHUMH3ALUS IOJTHOMOYHI;

- B3aUMOJICMCTBUE U COTPYAHUUYECTBO;

- THOKOCTb CHCTEMBI 3allIUTHI;

- OTKPBITOCTh AITOPUTMOB U MEXAHU3MOB 3aILUTHI;

- IIPOCTOTA IMPUMEHEHUS CPEICTB 3AIUTHI;

- HayyHas 000CHOBAHHOCTh ¥ TEXHUYECKAs pEaTu3yeMOCTh;

- cenuanu3anus 1 npodeccuoHanus3m;

- 00513aTEeIbHOCTh KOHTPOJIS.

5.1 3akoHHOCTH

[Ipenmonaraer OCYIIECTBICHHE 3alllUTHBIX MEPONPHATHH W pa3pabOTKy
C3IIJIH B COOTBETCTBUH C ACHCTBYIOIIMM 3aKOHOJIATEIILCTBOM B OOJIACTH 3aIUTHI
[1/T1 1 ApyruX HOPMATUBHBIX aKTOB MO 0€30MaCHOCTH UHGOPMAIIUU, YTBEPKICHHBIX
OopraHaM¥ rocyapCTBEHHOMU BJIACTH U YIIPABJICHUS B MpeJieaX UX KOMIETCHIINH.

[Tonws3zoBatenu u obcayxuBatouuii nepconan [IJ[n UCIIn momkHBl OBITH
OCBEJIOMJICHBI O TOpsJaKe paboThl ¢ 3amuuiaeMod wuHpopmamued u 00
OTBETCTBEHHOCTH 3a 3amuThl [1/1H.

5.2 CucTeMHOCTH

Cuctemubii mnoaxon k mnoctpoeHuto C3II[IH mnpenmonaraer yder Bcex
B3aMMOCBSI3aHHBIX, B3aMMOJICUCTBYIOIINUX W H3MEHSIOIIMXCS BO BPEMEHH DJICMEHTOB,
yCIIOBH W (AaKTOPOB, CYIIECTBEHHO 3HAYUMBIX IS TOHHMMAaHUS W PCIICHUS
npobsiembl ooecnieuenus 6e3onacHoct [11n UCII/H.

[Ipn co3gaHuM CHUCTEMBI 3alUTHhl JOJDKHBI YYUTHIBATHCS BCE clladble U
HamOoJsiee ys3BUMBIE MecTa cucTemMbl oOpabotrku IIJ][H, a Taxke xapaxrep,
BO3MOYKHBIE OOBEKTHI W HANPABJIICHHUS aTaK Ha CUCTEMY CO CTOPOHBI HApPYIIUTEICH



(0cOOEHHO BBICOKOKBATH(PHUITUPOBAHHBIX 37I0YMBIILIEHHUKOB), TyTH TPOHUKHOBEHUS
B pacnpenenennbie cuctembl 1 HCJ/[ x mndopmanuu. Cucrema 3amuThl J10JDKHA
CTPOUTBHCA C YYETOM HE TOJIbKO BCEX M3BECTHBIX KaHaioB npoHukHOBeHus U HC/I k
uHpopMaIuU, HO U C YYETOM BO3MOXHOCTH TMOSBJICHUS] MPUHIIMIHAIBHO HOBBIX
MyTeH peaau3ainun yrpo3 0€30MacHOCTH.

5.3 KoMILIEKCHOCTH

KoMIiekcHOe MCIOJIb30BaHUE METOJOB W CPEACTB 3alIUThl MPEANOJIAraet
COIJIACOBAaHHOE IMPUMEHEHHE PA3HOPOIHBIX CPEJCTB IPHU IMOCTPOEHUH ILIEJIOCTHOM
CUCTEMbI 3alllUThl, NEPEKPBHIBAIOLIEH BCE CYLIECTBEHHbIE (3HAYMMbIE) KaHaJbl
peanM3alMi yrpo3 U HE cojepikallled clladblX MECT Ha CTbIKaX OTAEJIbHBIX €€
KOMITOHEHTOB.

3ammra J0KHA CTPOUTHCS SLIETOHUPOBAHO. 1A KaXJA0ro KaHajla yTeUKd
uHpopMauu M 08 KKIOM yrpo3bl 0€30IacHOCTH JOJIKHO CYLIECTBOBAThH
HECKOJIBKO 3alIUTHBIX pyOexkeil. Co3qaHue 3alUTHBIX pyOexkeld OCYIIECTBISIETCS C
Y4€TOM TOro, 4YTOOBI IJIi MX MPEOJOJICHHUS MOTEHUUAIBbHOMY 3JI0YMBIIUICHHUKY
TpeOOBaNUCh MNPOQPECCHOHANbHBIE HABBIKM B HECKOJbKHX HEB3aWMOCBS3aHHBIX
o0nacTsx.

Buemnss 3ammra  gomkHa oOecnednBatbes  (PU3MUECKUMU  CPEICTBaMU,
OpraHU3allMOHHBIMU U TPaBOBbIMH MepamMu. OIHMM U3 HamOoJiee YKpEIJIEHHBIX
pyOexeil nmpu3BaHbl ObITH CPEACTBA KPUNITOTPAPUUECKON 3aIUTHI, PEATU30BAHHBIC C
ucnosb3zoBanueM TexHojgorun VPN. [IpukinagHoil ypoBeHb 3alIUThI, YUYUTHIBAIOIINN
O0COOEHHOCTH MPEAMETHON 00IaCTH, TPEACTABISIET BHYTPEHHUN PyOekK 3alIUTHI.

5.4 HenpepbiBHocTh 3amuthl I1/In

3amura I[J[H — He pa3oBoe MepONpUsITUE W HE MPOCTasi COBOKYIHOCTH
IIPOBEJCHHBIX MEPONPUATUN U YCTAHOBJICHHBIX CPEICTB 3aLIUThI, 4 HENPEPBIBHBIN
LIEJICHAIIPABIICHHBINM MPOLECC, MPEANONAralouui IPUHATHE COOTBETCTBYIOLIUX MEP
Ha BceX dTamnax sku3HeHHoro nukia MCIT/IH.

NCITIH 1omKHBI HaXOOUTHCS B 3aUIUMIIEHHOM COCTOSHUU Ha MPOTSHKEHUU
BCEro BPEMEHU HX (YHKIMOHHUPOBAHHUA. B COOTBETCTBMM C STUM MNPUHIUIOM
JIOJKHBI PUHUMATBCA MepbI 1o HeponyeHuto nepexoaa UCII/IH B He3amuieHHoe
COCTOSIHUE.

bonpmmHCTBY  (QU3WYECKUX W TEXHUYECKUX CPEACTB  3allUThl IS
3¢ ()EKTUBHOTO BBHIMOIHEHUSI CBOUX (PYHKIIMI HEOOXOAUMA MOCTOSTHHAS TEXHUYECKAs
W OpraHu3alMOHHAasg (aJMUHUCTpaTHBHAsA) MOJAJEpPkKKa (CBOEBpEMEHHAas CMEHAa U
oOecrieyeHue MPABWIBHOIO XPAHEHHUS] U TPUMEHEHUS MMEH, MapoJied, KItouen
mu@poBaHus, epeorpeaeacHre MoJIHoMounil u T.11.). [lepepbiBel B paboTe cpencTB
3al0UTBl  MOTYT OBITh  HWCHOJB30BaHBl  3JOYMBIIUICHHUKAMH U1 aHalu3a
IIPUMEHSIEMBIX METOAOB W CPEACTB 3allWTHI, [JJI1 BHEAPEHUS CIELUAIbHBIX



MPOrpaMMHBIX M aNMapaTHbIX "3aKIaoK" U APYTrUX CPEACTB MPEOJOJIECHUS CUCTEMBI
3aIUTHI MOCJIE BOCCTAHOBJICHUS €€ (DYHKIITMOHUPOBAHUS.

5.5 CBOeBpEMEHHOCTH

[Ipeamonaraer ympexnaromuii xapaktep Mep oOecreueHus Oe30macHOCTH
[1/IH, TO ecTh MOCTaHOBKY 3aAa4 nmo komruiekcHou 3amure MCIIJH u peanuzanuto
mep obecrieueHust O0ezonacHocty [1/lH Ha panHux cragusx paszpabotku WCIIIx B
1[EJIOM U €€ CUCTEMBI 3alIUThl MH(OPMAIUH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3allUThl JOJKHA BECTHCH MapaJlIeIbHO ¢ pa3paboTKol 1
pPa3BUTHEM CaMOM 3alllMIIAEMONl CUCTEMBbI. IJTO TO3BOJIMT YYECTh TPEOOBAHMS
0€30MacHOCTH MPU MPOCKTUPOBAHUU APXUTEKTYPHl M, B KOHEYHOM CYETE, CO3/1aTh
oosiee 3(pdekTuBHBIE (KaK MO 3aTpaTaM peCypcoB, TaK U MO CTOMKOCTH) 3alIUIIICHHBIC
CUCTEMBI.

5.6 HpeeMCTBeHHOCTb H COBCPIICHCTBOBAHUE

[IpeamonararoT MOCTOSHHOE COBEPIICHCTBOBAaHHUE MEP M CPEICTB 3aIUTHI
uH(OpMAIIMU Ha OCHOBE IPEEMCTBEHHOCTH OPTaHU3AIMOHHBIX M TEXHUYECKHX
penieHui, KaapoBoro cocrara, aHanmmza ¢ynkuuonupoanuss UCIIJH u ee cuctembl
3alllMTHl C YY€TOM HW3MEHEHHH B METOJaX M CpEACTBaxX IepexBaTa HMHGOpPMAIINH,
HOPMATHBHBIX TpeOOBaHWN IO 3alllUTe, JOCTUTHYTOTO OTEYCCTBEHHOTO U
3apyOeKHOTO OMbITa B ATOM 00JACTH.

5.7 IlepcoHajibHAsi OTBETCTBEHHOCTh

[Tpenmnonaraer Bo3/10KEHHE OTBETCTBEHHOCTH 3a oOecrieueHne 0e30macHOCTU
[IIH u cucrembl uX 00paOOTKM HaA KaXKIOTO COTPYJHUWKA B TMpeaenax ero
NOJHOMOYMM. B COOTBETCTBHMM € 3TUM NPHUHLMUIIOM paclpesiesieHHe TMpaB U
00s13aHHOCTE COTPYJHUKOB CTPOUTCS TakKUM 0Opa3oM, 4YTOOBI B cilydae Jt000ro
HapYIICHUS KPyT BUHOBHUKOB OBLJT YETKO M3BECTEH WIIM CBECH K MUHUMYMY.

5.8 lIpyuHUMI MUHMMHU3ANUH TTOJTHOMOYHIA

O3HavaeT NpeAoCTaBICHUE MOJIb30BATESIM MHUHUMAJbHBIX MpaB JOCTYyNa B
COOTBETCTBHUH C TPOU3BOJICTBEHHOW HEOOXOJUMOCTHIO, HA OCHOBE MPHUHITUIA «BCE,
YTO HE Pa3peUICHO, 3aIPELICHOY.

Hoctyn k IIJIH nomkeH TpemocTaBIsATHCA TOIBKO B TOM Clydae U 0OBeMme,
€CIIM DTO HEOOXOJUMO COTPYIHHMKY JJIS BBIMOJHEHUS] €r0 JOJKHOCTHBIX
00s13aHHOCTEM.



5.9 B3auMojeiicTBHE U COTPYTHUYECTBO

[Ipenmonaraer co3gaHue ONArompusTHOH aTMocdepbl B  KOJUICKTHBAX
noapasnenenuii, obecneunBaommux aestensHocts HWCIIAH  yupexaeHus, s
CHI)KCHUSI BEPOSTHOCTH BO3HUKHOBEHHSI HETAaTHBHBIX JCWCTBHI CBS3aHHBIX C
YeJIOBEYECKUM (PaKTOPOM.

B Takoli 0OCTaHOBKE COTPYAHUKM JIOJDKHBI OCO3HAHHO COOJIO/AThH
YCTAaHOBJIICHHBIE MPABHUJIA U OKA3bIBATH COJCHCTBUE B JIEATEILHOCTH IMOAPa3ACICHHN
TEXHUYECKOHN 3aIIUThl HHPOPMALIUH.

5.10 I'uékocThb cucTeMbl 3amuThl 111 H

[TpuHsITBIE MEPBI U YCTAHOBJIEHHBIE CPEJCTBA 3AIIUTHI, 0OCOOEHHO B HaYaJIbHBIH
NEepUOoJl HX OKCIUTyaTalldd, MOIrYT OO€eCleuyuBaTh KaK Ype3MEpHbId, TaK U
HEJOCTATOYHBIA ypOBEHb 3alIMTHl. [ oOecrieyeHus: BOZMOXHOCTH BapbHpPOBAHMS
YPOBHEM 3allMILEHHOCTH, CPEICTBA 3aIUUTHI JOJDKHBI 001anaTh ONpPENEICHHOU
rMOKOCThI0. OCOOEHHO BaXXHBIM 3TO CBOWMCTBO SIBJIIETCS B TEX CIIydasX, KOIJa
YCTaHOBKY CPEJCTB 3alllUThl HEOOXOIMMO OCYHIECTBIIATH HA pabOTAIOLIYI0 CUCTEMY,
HE Hapyllas npouecca €€ HOpMajabHOro (PyHKIIMOHUPOBAHUSI.

5.11 OTKpHITOCTH AJITOPUTMOB U MEXaHU3MOB 3aIIUTHI

CyTbh NMPUHIUIIA OTKPBITOCTH AJITOPUTMOB M MEXaHHW3MOB 3aIlllUTHl COCTOWUT B
TOM, YTO 3allUTa HE [JOJDKHA O0ECHedYMBaThCA TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpTaHHW3alldd W aJTOPUTMOB (DYHKIITMOHMPOBAHUS €€ TIOJICHCTEM.
3HaHWE AITOPUTMOB PabOTHI CHCTEMBI 3alllUTHI HE JIOJDKHO JaBaTh BO3ZMOXKHOCTH €€
npeosoyieHust (maxe aBTopam). OgHAKo, 3TO HE O3HA4YaeT, 4yTo WHGpOpMaIus o
KOHKPETHOM CHUCTEME 3alUThI JOJDKHA OBITh 00IIIEIOCTYITHA.

5.12 IIpocTroTa NpUMeHEHUs CPEACTB 3AUTHI

MexaHu3Mbl 3alIUThl JTOJKHBI OBITh MHTYUTHUBHO TOHSITHBI U TPOCTHI B
UCIIOJB30BaHuU. [IpuMeHeHue CpeACcTB 3alllUuThl HE JIOJDKHO OBITh CBSI3aHO CO
3HAHWEM CIICIIHABHBIX S3BIKOB WJIA C BBITIOJHEHUEM JCHCTBUH, TPEOYIOIIMX
3HAUWUTEIBHBIX  JIOMOJHUTEIBHBIX  TpyJdo3aTpaT Tpu  OObBIYHOW  pabore
3apETUCTPUPOBAHHBIX YCTAHOBJIEHHBIM MOPSAJIKOM TMOJb30BaTEICH, a TaKkKe He
JOJDKHO TpeOOBaTh OT TMOJIb30BATENS BHIMOJHEHUS PYTHHHBIX MAJIOTIOHATHBIX €My
oneparuii (BBOJ HECKOJIBKUX MApOJIeH U UMEH U T.1.).

JlomkHa [OCTUraThCid AaBTOMATH3alldsl MAKCHMaJIbHOIO YHCIa JCUCTBUU
nojbp3oBareneit u agMuHuctparopo MCITH.



5.13 HayuyHasi 000CHOBAHHOCTH M TEXHUYECKASl Peaju3yeMOoCTh

NHpopMallMOHHbIE TEXHOJOTUH, TEXHUYECKHE M IPOrpaMMHBIE CpPEICTBA,
CpeaCcTBa W Mepbl 3alluThl MHGOpPMAlUU JOJDKHBI OBITh peanu30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAyKHM U TEXHHUKH, HAYYHO OOOCHOBAHBI C TOYKH
3peHHUs] OCTIKEHUS 33JaHHOTO YPOBHS 0€30MacHOCTH HMH(OpMAaMM U JTOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeboBaHusM 1o 6e3omacHocTH [1/1H.

C3I1In nomkHa OBITh OPUEHTHPOBAHA HA PELICHHS, BO3MOXHBIC PUCKH IS
KOTOPBIX M Mepbl IPOTUBOJACHCTBHS OSTUM PHCKaM NPOLUIM BCECTOPOHHIOIO
TEOPETHUUYECKYIO U ITPAKTHUYECKYIO IIPOBEPKY.

5.14 Cnenuanausanus U npogeccuoHaTU3M

ITpenmosiaraer mnpuBiedYeHUE K pa3padOTKE CPEACTB M peaau3aluud  Mep
3allUTl  uH(pOpMaUU CIIEHHATM3UPOBAHHBIX OpraHu3alunu, HauoOoJee
MOATOTOBJIIEHHBIX K KOHKPETHOMY BHUIY JESTENbHOCTH IO 00ECIEeUEHHUI0
oe3onacHoctu I1/IH, UMEIOMKUX ONBIT MPAKTUYECKON PadOThl U TOCYJApPCTBEHHYIO
JMLIEH3UIO Ha MPaBO OKa3aHUsl YCIIYT B 3TOM 00J1acTH..

5.15 O6s13aTeIbHOCTH KOHTPOJIS

[Tpenmonaraer 00513aTeNbHOCTh U CBOEBPEMEHHOCTD BBISIBJICHUS M IIPECEUCHMUSI
MOMBITOK HAPYIIEHUs] YCTAaHOBJIEHHBIX MpaBuil obecnieuenust 6e3onacHoctu [1/{H Ha
OCHOBE HCIIOJIb3YEMBIX CHUCTEM M CPEACTB 3alUThl UMH(OpPMAlMU  MpuU
COBEPILICHCTBOBAHUM KPUTEPUEB U METOJIOB OLICHKH 3(P(HEKTUBHOCTH 3TUX CUCTEM U
CPEICTB.

KoHTponb 3a [eATenbHOCTBIO JHOOOr0 IMOJIB30BATENs, KaXJIOTO CpEeICcTBa
3alIUThl U B OTHOILEHUU JIIOOOT0 OOBEKTa 3alllUThl JOJKEH OCYLIECTBIATHCS Ha
OCHOBE NPHMEHEHUSI CPEICTB OINEPATUBHOTO KOHTPOJISI M PETMCTPALMA U JOJDKEH
OXBaThIBaTh KaK HECAHKIIMOHMPOBAHHbIE, TaK M CAHKIHMOHUPOBAaHHBIE ACHCTBUS
II0JI30BATENIEH.



6 Mepbl, MeTOBI U CPeCTBA o0ecneueHusi TPeOyeMoro ypoBHs
3alUIIEeHHOCTH

ObecnieueHrie TpeOyeMOro ypoBHs 3alUIIEHHOCTH JOJKHOCTH JOCTUTAaThCs C
UCITOJIb30BAaHUEM MEpP, METOJIOB M CPEACTB Oe3omacHOocTH. Bece Meprl obecrnieueHus
oe3onacnoctu MCIIJIH noapa3nensiorcs Ha:

- 3aKOHO/IaTeJIbHBIE (ITPABOBHIE);

- MOpaJIbHO-3TUYECKHUE;

- OpraHu3allOHHbIEC (A IMUHUCTPATUBHBIE);

- hu3HUYECKHUE;

- TEXHUYECKHE (anmnapaTHbIe U IPOrpaMMHbIE).

[lepeuenb BBIOpaHHBIX Mep oOecriedeHus: Oe30nacHOCTH oTpaxkaercsa B [lnane
MEPOINPUATHN 110 00ECIIEYEHUIO 3AIUTHI IEPCOHATBHBIX JAHHBIX.

6.1 3akoHoaaTebHbIE (IPABOBbIE) MePbI 3AIMTHI

K mnpaBoBeIM Mepam 3allUThl OTHOCATCS JACHCTBYIOIIME B CTpaHE 3aKOHHBI,
yKa3bl U HOPMATUBHBIC aKThl, perjiaMeHTHpylolue mpaBuia oOpameHus c [1/1H,
3aKpEIUIIONINE MpaBa U 00S3aHHOCTU YYACTHUKOB MH(DOPMAIMOHHBIX OTHOIICHUM B
mporiecce ee¢ 00pabOTKM U  HCMOJB30BaHUS, a TaKXKe YCTaHABJIMBAIOIINE
OTBETCTBEHHOCTh 3a HApPYIICHUS OTUX MpPaBWJ, TMPEMSATCTBYS TEM CaMbIM
HEMPaBOMEPHOMY HUCIOJb30BaHu0 [1/IH 1 sBhsonMecs caepxuBaronmM (pakropom
JUJISL TIOTEHIIMANIBHBIX HAPYIIUTEIICH.

[IpaBoBbIE  MEpBI  3alIATBI  HOCAT B  OCHOBHOM  YIPEXIAIOLIWM,
MpOPHIAKTUYECKUN XapaKkTep U TPeOYIOT MOCTOSHHON Pa3bSICHUTEILHON padOTHI C
MOJIB30BATEISIMU M OOCITYKHUBAIOIINM TIEPCOHATIOM CUCTEMBI.

6.2 MopaJjibHO-3THYeCKHE MepPbl 3alllUThI

K MopanbHO-3THYECKMM MepaM OTHOCSTCSI HOPMBI IOBEJEHUS, KOTOpbIE
TPaJAMLIMOHHO CJOKWJIUCh WJIM CKJIABIBAIOTCA MO Mepe pacmpocTpaHeHuss 9BM B
CTpaHe WIIM OOIIECTBE. DTH HOPMBI OOJIBIICH YacThIO HE SBISIOTCS 005S3aTCIIbHBIMH,
KaK  3aKOHOJATEJbHO  YTBEP)KJIEHHbIE HOPMATUBHBIE  aKThl, OJHAKO, HX
HEeCcOoOII0ICHHE BeIeT OOBIYHO K MaJeHUI0 aBTOPUTETA, IPECTHKA YETIOBEKA, TPYIIIIbI
JUI WIA OpTraHu3alui. MopambHO-3THYECKHE HOpPMBbI OBIBAIOT KaK HEMHCAHbIE
(Hanpumep, OOIIENPU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTU3MA W T.I.), TaK U
NUCaHble, TO €CTh O(QOPMIIEHHbIE B HEKOTOpBIM cBOA (yCTaB) MpaBWI WU
MPEANUCAHUM.

MopanbHO-3TUYECKHE MEphl 3alIUTHl  SBIAIOTCA MNPOPUIAKTHUECKUMH |
TpeOyIOT MOCTOSHHOW pabOThl MO CO3JaHHUIO 3JI0POBOTO MOPAJIBHOIO KJIMMAaTa B



KOJUIEKTUBAX TMOApAa3JAeIeHud. MOpambHO-3THYECKHE MEpPhl 3allUThl CHIDKAIOT
BEPOATHOCTh BO3HMKHOBEHMS HETaTHBHBIX JEHCTBUI CBS3aHHBIX C YEIOBEUECKUM
(hakTopOM.

6.3 Opranu3annoHHbIe (AAMHUHUCTPATHBHBbIE) MePbI 3aIUTHI

OpraHu3aiMoHHble  (aAMUHUCTPATHUBHBIE) MEpPHI 3alUTBI - 3TO MEpPHI
OpPraHU3aIMOHHOTO XapaKTepa, PerIaMeHTHPYIONIUE MPOIecchl (PyHKIMOHUPOBAHUS
NUCTIn, wucnons3oBanue pecypcoB HCIIJIH, nesaTenbHOCTh 0O0CITYKHBAIOIIETO
IepcoHaa, a TaKKe MOPSOOK B3auMojencTBus mnonb3oBateneit ¢ MCII[IH Takum
o0pa3oM, 4ToObI B HaUOOJIbIIIEH CTENEHU 3aTPYAHUTH UM UCKIIOYUTH BO3MOXKHOCTh
peanu3anMu yrpo3 O€30MACHOCTH WM CHHU3UTh pa3Mep IOTepb B Clydyae uX
peanu3anuu.

['maBHast 1enb AAMUHUCTPATHBHBIX MEp, MNPEANPUHHMAEMBIX Ha BBICILIEM
VIOpPaBJIEHUYECKOM ypoBHE — cdopmupoBats llomutuky uHpOpManMOHHON
oe3onacHoctu [1/1H (oTpaxkaroinyro MOAXObI K 3aluTe HHPOpMAIK) U 00ECTICUUTh
€€ BBIIIOJIHEHUE, BBIEIISAS HEOOXOIMMBIE PECYPCHI U KOHTPOJIUPYS COCTOSTHUE JIE.

Peanuzanus Ilonmutuku wmudopmanmonHoit 6e3omacHoctu [1Jln B UCIIAH
COCTOUT U3 MEpP aJMUHHCTPATUBHOIO YPOBHS M OPraHU3allMOHHBIX (IPOLEAYPHBIX)
Mep 3alIUThl UH()OpMAIUK.

K aaMUHUCTpaTMBHOMY YPOBHIO OTHOCSITCS pEUIEHUS PYKOBOJCTBA,
3arparuBaromne nesrenpHoctb MCIIIH B menom. OTH pelieHus 3aKperuisitioTcsl B
[Tonutuke wHpopMaMoHHONW Oe3onacHOCTH. lIpruMepoM TakMX pEmIeHH MOryT
OBITH:

- IPUHATUE pelIeHus O (POPMHUPOBAHUM WM TEPECMOTPE KOMILJIEKCHOU
nporpaMMmel obecriedenust 6ezonacHoct [1/1H, ompesnenenne OTBETCTBEHHBIX 3a €€
peanu3aluio;

- (opMynHpOBaHKE LIeJiel, MOCTAHOBKA 3a/lay, OIpPEIECTICHHE HAaNpaBlICHUN
JesITeILHOCTH B 00acTu 0e3onacHocTH I1/1H;

- IPUHSITHE PELICHUN MO BOIPOCAM pealn3aluu MporpaMMbl 0€30MacHOCTH,
KOTOphIe paccmaTpuBatoTcst Ha ypoHe JIC3H B nenowm;

- o0ecreyeHne HopMaTUBHOM (TIPaBOBOIT) Oa3bl BOMPOCOB O€30MACHOCTH U T.II.

[TonuTKa BEpXHErO0 YpPOBHS JOJDKHA YETKO OYEPTUTH Cepy BIUSHUS U
OTpaHUYCHMS TIPHM OIpeaeieHun 1eiei O6e3omacHoctu I[1JIH, ompeaenuTh KaKUMH
pecypcamu (MatepuaibHble, IEPCOHAN) OHU OYIyT JTOCTUTHYTHI U HAWTU pa3yMHBIM
KOMIIPOMHMCC MEXIY MPUEMIIEMbIM YPOBHEM 0O€30MaCHOCTH M (DYHKIIMOHAJIbHOCTBIO
NCIIH.

Ha opraHu3allmoOHHOM YypOBHE ONPEIENSAIOTCd NPOLEAypbl W MpaBHIIA
JOCTHKEHHs 1enel u pemenus 3aaay lloautuku nndopmannonHol 6e30macHOCTH
[T/TH. OTH npaBuiIa ONPENEISIOT:

- KaKoBa 00J1acTh MPUMEHEHU MOJUTUKU Oe3omacHocTH [1/1H;



- KAKOBbl POJM U OOSA3aHHOCTH JOJDKHOCTHBIX JIMI, OTBEYalolue 3a
npoBeleHre TNOJUTUKM OezonmacHoctu I[I/lH, a Tak ke HX YCTaHOBUTH
OTBETCTBEHHOCT;

- KTO UMeeT npasa gocryna k [1/1H;

- KaKUMH MEpaMu U cpeAcTBaMu obOecnieunBaeTcs 3ammTa [1/1H;

- KAKUMHU MEPAMH U CPEACTBAMHU 00ECIIEUMBAETCS KOHTPOJIb 32 COOIIOJECHUEM
BBEJICHHOI'O PeX1Ma 0€30MacCHOCTH.

Oprasu3anioHHbIE MEPBHI JOJKHBI:

- IpeAyCMaTpUBaTh periaMeHT uH(}OPMAIMOHHBIX OTHOILICHH,
HCKJIIOYAOIINX BO3MOXKHOCTh HECAHKIIMOHUPOBAHHBIX JEWCTBUHA B OTHOILLICHHUU
O0OBEKTOB 3aIIUTHI;

- OMPENIENATh KOAJTUIMOHHBIE W MEPAPXUUYECKUE MPUHIMUIBI U METOJIbI
pasrpanuueHus gocrtyna Kk I1/1H;

- ONpeAeNATh MHOPAJOK pabOThl C  MPOrpaMMHO-MAaTEMaTHYECKUMU U
TEXHUYECKUMHU (amnmapaTHbIC) CPEICTBAMU 3alIUTHl U KPUMNTO3ALIUTHI U JIPYTUX
3aIIUTHBIX MEXaHU3MOB;

- opranu3oBath Mepel npotuBogercTBuss HCJl monb3oBarensMu Ha 3Tamax
ayTeHTU(PUKALUKU, aBTOpU3AIMH, HUIACHTU(GUKAINK, OO0ECIEUYNBAIONINX TapaHTUU
peanu3aliy IpaB U OTBETCTBEHHOCTU CYOBEKTOB MH()OPMALIMOHHBIX OTHOIIICHHUIA.

OpraHu3aliMoHHbIE MEPBI JOJIKHBI COCTOSITh U3:

- IOpsIIKA JOIYCKa COTPYIHHUKOB K MCIIOJIb30BaHMIO pecypcoB UCII/IH;

- periiaMeHTa IpoLEecCOB BeACHHA 0a3 JaHHBIX U OCYUIECTBIICHHUS
Moau(pUKAINKA UHPOPMAITUOHHBIX PECYPCOB;

- uHcTpykunii  nonb3oBatened  UCIIAn  (agmunuctpatropa  UCII/H,
aaMuHUCTpaTopa 6e3zonacHoctu, oneparopa UCII/H);

- UHCTPYKIUH MOJI30BATENSI P BOSHUKHOBEHUHU BHEIITATHBIX CUTYyaIUH.

6.4 duznyeckue Mepbl 3alIUTHI

DU3UYECKUEe MEPhl 3allUThl OCHOBaHbl HA TMPUMEHEHHH pPa3HOTO poja
MEXAHUYECKUX, IIEKTPO- WIH JIEKTPOHHO-MEXAHUUYECKUX YCTPOUCTB U COOPYKEHUM,
CIEIMAIBHO MpEJHAa3HAYCHHBIX JUIS CO3JaHMs (U3WYSCKUX TPEHSATCTBUH Ha
BO3MOKHBIX MYTSX IMPOHUKHOBEHHS M JOCTyNa MHOTEHIMAJIbHBIX HAPYLIUTEIEH K
KOMIIOHEHTaM CHCTE€Mbl M 3amuinaeMoil uHGOpMaIlMyd, a TaKkKe TEXHUYECKUX
CPEICTB BU3yaJIbHOTO HAOJIOICHUS, CBSA3U U OXPAHHOU CUTHAJIM3AIUU.

dusnyeckass 3amuUTa  3/1aHUKM, T[OMEIICHUH, OOBEKTOB U  CPEACTB
nH(OpPMATU3AINN JTOJDKHA OCYIIECTBISATHCS IMyTEM YCTAHOBIICHUS COOTBETCTBYIOITUX
MIOCTOB OXPAaHBI, C MTOMOIIBI0 TEXHUYECKUX CPEICTB OXPAHbBI WIHA JTIOOBIMHU IPYyTUMU
criocodamu, MPEOTBPALLIAIOIIUMHA WA CYLLECTBEHHO 3aTPYAHSIOIMMUA
IPOHUKHOBEHHWE B  3JaHUE, [OMEIICHUSA NOCTOPOHHUX  JIML, XUIIECHUE



MH(OPMAIMOHHBIX HOCUTEJEH, CaMUX CPEJCTB MH(MOpPMATU3aLUU, UCKIIOYAIOIIUMU
HAXOXKJEHUE BHYTPU KOHTPOJUPYEMOW (OXpaHseMON) 30HbI TEXHHUYECKUX CPEJICTB
pa3BeKHu.

6.5 AnnapaTHo-nporpaMmMHuble cpeactBa 3amuTsl [1/{n

Texnuueckue (anmapaTHO-MPOrPAMMHBIE) MEpbl 3alllMTHl OCHOBAaHBI Ha
WCIIOJB30BAaHUN PA3JIMYHBIX DJICKTPOHHBIX YCTPOUCTB U CHEUHAIBHBIX MPOTPAMM,
Bxoasmux B coctaB UCIIJIH ¥ BBITOJHAIOMMX (CAMOCTOSITEIbHO WM B KOMIUJIEKCE C
JIPYTUMH CcpeficTBaMu) (YHKIIUU 3alIUThl (MACHTUDUKALIMIO M ayTCHTHU(UKAIIUIO
MOJIb30BATENICH, pa3rpaHUUYeHHE JOCTylla K pecypcaMm, pPErucTpanuio COOBITHI,
Kpunrorpadguueckoe 3aKpbiTie nHOOPMAIUH U T.11.).

C yuetoM Bcex TpeOOBaHUM M MPUHLUIOB oOecnieueHus Oe3zonacHoctu [1/{H B
NCIIIH mo BceM HalpapJICHUSIM 3alIUThl B COCTAB CUCTEMBbI 3aIUThI JOJKHBI OBIThH
BKJIFOUEHBI CJIEAYIOLINE CPEICTBA:

- CpeacTBa uJaeHTUPUKAITIU (omo3HaBaHUs) " ayTeHTU(UKALIUU
(moaTBepkaeHUs Mo TMHHOCTH) Tiosib3oBaTenein MCII/H;

- CPEACTBA PA3rPAHUYECHUSI JOCTyIla 3apETUCTPUPOBAHHBIX IOJIb30BaTENEH
cuctemsl K pecypcam UCIT/In JIC3H;

- CpeACTBa OOECIEUEHUS] M KOHTPOJS IEJIOCTHOCTH TMPOTPAMMHBIX U
MH(OPMAIMOHHBIX PECYPCOB;

- CpPE/ICTBA ONEPATUBHOT'O KOHTPOJIS U PETUCTPAIIMU COOBITHI O€30MTaCHOCTH;

- KpunTorpapuyeckue cpeacrna 3amuTsl [1/1H.

VYcnemHoe NPUMEHEHUE TEXHUYECKUX CPEJICTB 3allUThl HAa OCHOBAaHUH
NPUHUUNOB (pa3faen 5) MpeAmnoJiaraeT, YTO BBIMOJHEHHUE NEPEUYHCICHHBIX HIXKE
TpeOOBaHMI 00ECIeYeHO OpPraHU3alMOHHBIMHU (aAMUHUCTPATUBHBIMH) MEpPaMHU H
UCIIOJIb3YEeMbIMU (PU3UYECKUMH CPEICTBAMU 3AIUTHI:

- obecnieueHa uzuyeckas 1eI0CTHOCTh Bcex koMmnoneHT UCIT/H;

- KaXJbIi coTpyaHuK (mojb3oBatenb UCII/IH) nmeeT yHUKAIbHOE CUCTEMHOE
UMsI 1 MUHUMaJIbHO HEOOXOIUMBIE ISl BBITIOJIHEHUS UM CBOUX (DYHKIIMOHAIBHBIX
00s13aHHOCTEH MOTHOMOYHS TI0 IOCTYITY K PECypcaM CUCTEMBI.



/7 Kontpoas 3¢ dexTuBHocTH cucrtemsl 3amutbl UCIT I IC3H

Koutpons  sddextuHoctn  C3II[IH  gomxkeH  OCyIlIECTBIseTCd  Ha
nepuoauyeckod  ocHoBe. llenbto  KOHTponss — 3PQPeKTUBHOCTH  SBISAETCA
CBOEBPEMEHHOE BBISIBIIEHHWE HeHAAexKamux pexxumMoB padotel C3I1/IH (oTkIt0ueHHE
CPEJCTB 3alUThI, HAPYIICHUE PEKUMOB 3aIUTHI, HECAHKIIMOHUPOBAHHOE U3MEHEHNUE
peXuMa 3allUTHI U T.I1.), @ TaK MPOrHO3UPOBAHUE U MPEBEHTUBHOE PEarupoBaHUE Ha
HOBBIE yrpo3bl 0e3onacHocTH [1/]H.

KoHTposib MOXET NpOBOAUTHCA Kak aJMHHHCTpAaTOpaMu 0e30MacHOCTH
NCTI[In (onepaTUBHBIN KOHTPOJIb B Mpoliecce HHGHOPMAITMOHHOTO B3aUMOICHCTBUS B
NUCTIIH), Tak ¥ TpuUBJIEKAEMbIMHU JJI 3TON eI KOMIETEHTHBIMH OpraHU3alUsIMH,
MMEIOIIMMU JIUIICH3UIO Ha 3TOT BHUJ AeATeIabHOCTH, a Takke PCTOK Poccun u ©Ch
Poccuu B mpesieniax ux KOMIETEHIUU.

KOHTpoIb MOXKET OCYIIECTBISITECA AJIMUHUCTPATOPOM O€30MacHOCTH KaK C
MOMOIIBI0 IITATHBIX CPEACTB CUCTeMbl 3amuThl [I/[H, Tak W C MOOMOIIbBIO
CIEIHUAIIBHBIX TPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka >¢dextuBHOCTH Mep 3amuThl [1/IH TpOBOIUTCS € MCIOIB30BAHUEM
TEXHUYECKUX M TNPOrPpaMMHBIX CpPEACTB KOHTPOJISI Ha NPEAMET COOTBETCTBHUS
YCTaHOBJICHHBIM TPEOOBAHUSIM.



8 Cdepbl oTBeTcTBEeHHOCTH 32 Oe3omacHocTh [1H

OTBETCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJIb HajJ olecrneueHueM
0e30MacHOCTH  TMEPCOHANBHBIX  JAHHBIX  SIBISIETCA  JAUPEKTOpP  YUPEKIACHHUS.
PykoBoguTenb MOKET [EJErHMpoBaTh 4YacTh IMOJHOMOYHH TI0 OOECIEeYEHUIO
0€30MacCHOCTH MEPCOHATBHBIX IAHHBIX.

Cdepa OTBETCTBEHHOCTH PYKOBOIUTENSI BKJIFOYACT CICAYIONINE HAMPABICHUS
obecrneueHus 6e3onacHoctu I1/[H:

- [InanupoBanue u peanuzaius Mep no odecrneueHuto 6e3onacuoctu [1/1H;

- Ananu3z yrpo3 6e3omnacHoctu [1]1H;

- Pa3paboTky, BHeApeHHE, KOHTPOJIb MCIOJHEHUS ¢ TOJJEpPKaHHE B
aKTyaJJbHOM COCTOSIHUM MOJIUTUK, PYKOBOJICTB, KOHIICIUH, IPOIIEAYP, PETJIAMEHTOB,
UHCTPYKIIMM ¥ JIPyrUX OPraHU3alMOHHBIX JIOKYMEHTOB IO OOECIEeUYCHUIO
0€30MIacHOCTH;

- O6yuenue u undpopmupoBanue nosb3zoareneit UCIIIx o nopsiake padboThI ¢
ITJIH 1 cpeacTBaMu 3allUTHI;

- [IpegoTBpaieHue, BbISIBICHHE, pEATUPOBAHUE U PACCIEAOBAHUE HAPYIICHUN
oe3onacuoctu [1J1H.



9 Moaesab HapylIuTe sl 0€30MACHOCTH

[Tong wnapymmrenem B [JIC3H nonHumaercss aumo, KOTOpPOE B pPE3yibTaTe
YMBIIUJICHHBIX WM HEYMBIIUICHHBIX JEUCTBUI MOXKET HaHECTH yIepOd oOBeKTam
3amuTh (pasaen 3).

Hapymurenu nonpasaenstorces no npusHaky npunaiexsocta k UCIT/IH. Bee
HAPYLIUTEINH AENSATCA Ha ABE TPYNIIHL:

® BHCIIHUE HapymUTeNIu — (U3MYECKUE JMlla, HE HUMEIoIIUe TpaBa
npeObIBaHMsI Ha TEPPUTOPUU KOHTPOJHUPYEMOM 30HBI, B Mpejenax
KoTopo# pazmeniaercs obopynoBanue UCII/IH;

® BHYTPCHHHE HapylmIuTenu — (U3MYECKUE JIMIa, HUMEIOIIUE MPaBo
npeObIBaHUSI Ha TEPPUTOPUU KOHTPOJIUPYEMOM 30HBI, B Tpejenax
KOTOpoi pazmeaercs odopyaoanue UCIT/H.

Knaccudukanusa napymurenedt npeactaBieHa B Mojelu akTyaJbHBIX YIpo3
YUPEKIACHUS.



10 Mogaeab yrpo3 6e30nacHOCTH

Jss UCIIIH y4upeXIeHHsI BBIACIAIOTCS CIEAYIOIIHE OCHOBHBIE KaTETOPHUU

yrpo3 0e301acCHOCTU NEPCOHANIbHBIX JaHHbIX:

1) Yrpo3sl OT yTEUYKH MO TEXHUYECKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYMA K HH()OPMAITHH

- Yrpo3bl YHUUTOXEHHsI, XuleHus anmnapaTHeix cpeacts UCII/IH HocuTeneit
uHpopMaluu nyreM ¢puzndeckoro nocryna k anementam UCIH.

- Yrpo3sl ~ XHWILIEHUs,  HECAaHKIMOHUPOBAHHOM  MOAM(UKAUM WU
OJoKupoBaHUs MHGPOpPMALMU 32 CYET HECAaHKUMOHMPOBAHHOIO JOCTYIA
(HCH) c npumeHeHreM NporpaMMHO-alapaTHbIX U MPOTrPAMMHBIX CPEICTB
(B TOM 4yuCIe MPOrpaMMHO-MaTEMAaTUYECKUX BO3IECHCTBUMN).

- Yrpo3bl HeNpeaHAMEPEHHBIX JCHUCTBUM IIOJB30BATENICH MW HAPYLICHUN
oesonacnoctu (pynkiuonupoBanust MCIIJIn u C3IIJIH B ee cocraBe u3-3a
cOOEB B MIPOrpaMMHOM OOECIEYEHHH, & TAKXKE OT Yrpo3 HEAHTPOIIOTEHHOIO
(cOoeB  ammapaTypsl  U3-3a  HEHQJEKHOCTH  JJIEMEHTOB,  cOOEB
AJIEKTPONMUTAHUS) U CTUXUMHOTO (y1apOB MOJIHUH, TOKapOB, HABOJHEHUH U
T.I1.) XapaKkTepa.

- YTpOo3bl IpeTHAMEPEHHBIX AEHCTBUI BHYTPEHHUX HAPYIIUTEIEH.

- YTpO3bl HECAHKIIMOHMPOBAHHOT'O JOCTYIIA [0 KaHAJlaM CBSI3H.

Onucanne yrpo3, BEPOSTHOCTh MX pEaM3alliM, OMACHOCTh U AKTYaJIbHOCTh
NpeACTaBiIeHbl B MOJIENN aKTyallbHbIX YTPO3 YUPEXKICHUS.



11 Mexanusm peanuzannu Konnenuuu

Peannzanus KoHnenuuu A0MKHA OCYIIECTBISITECA HA OCHOBE MEPCIIEKTUBHBIX
MIPOTrPaMM H IUIAHOB, KOTOPBIE COCTABIIIFOTCSI HA OCHOBAHUM U BO UCIIOJIHEHUE:

- enepanbHBIX 3aKOHOB B o0macth obOecrnedeHus: HHDOPMAIMOHHON
0€30MMacHOCTH 1 3alIUTHl HHPOPMAIUH;

- noctaHoBneHui [IpaBurenscTBa Poccuiickont denepannu;

- PYKOBOJSIIINX, OPraHU3alMOHHO-PACIOPSAUTENBHBIX W METOAMYECKHUX
nokymenToB @®CTOK Poccuu;

- notpedbHocterr  WCIIJJH B  cpeactBax  obecriedueHus  06e30MacHOCTU
uHpopMaIuu.



12 Oxunaembliii 3¢ dexT ot peanusaunu Konnenuuu

Peanuzamusa Konneniun 6e3omacaoctu [1/1a 8 UCIIIH m03BOIMT:

- olleHUTh coctosiHue Oe3onacHoctu uH(opMmanuu MCII[H, BBISBUTH
WCTOYHUKH BHYTPCHHUX W BHENIHUX YIrpo3 HWHGOPMAIMOHHON OE30MacHOCTH,
ONPEAECIUTh NPUOPUTETHBIC HAIMPABJICHUS IMPEIOTBPALICHUS, OTPAKEHUS U
HEUTpaIU3aluu 3TUX YIPo3;

- pa3paboTaTh pacropsIAUTENbHBIE U HOPMATUBHO-METOIMYECKUE JOKYMEHTHI
npuMmenutenbHo kK UCITH;

- mpoBecTu Kiaccudukanuio u ceprudukanuo UCIIH,

- IPOBECTU OPTaHU3ALMOHHO-PEKUMHBIE U TEXHUYECKHUE MEPOIPUSITUS 10
obecrnieuenuto 6e3omnacHoctu [1J1a 8 UCIIdH;

- o0ecreynTh He0OXOIMMBIN YPOBEHb 0€30aCHOCTH OOBEKTOB 3ALUTHI.

Ocy1iecTBIEHUE ITUX MEPONPUATUNA 00ECTICUUT CO3/ITaHUE €AUHOM, 1IETOCTHOM
U CKOOpJMHUPOBAHHOW cucteMbl HHpopmannoHHod Oe3omacHoctn HUCIIAH wu
CO3J1aCT YCJIOBUS IS €€ JAJIbHEUIIErO0 COBEPIICHCTBOBAHUS.



13 CnucoK MCI0JIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMM HOPMATHUBHO-TIPABOBBIMH W METOJIMYECKUMHU JOKYMEHTAMH, Ha
KOTOpbIX Oazupyetcs HacTosiee [lonoxkeHue aBiIsOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHanbHBIX
naHHbIX» (nanee — @3 «O nmepcoHaNbHBIX JTAHHBIX»), YCTAHABIUBAIOUIUNA OCHOBHBIC
OpUHLUIB U yciaoBus oOpabotku I1/[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
YYaCTHHUKOB OTHOIIICHHH, CBS3aHHBIX ¢ 00padoTkoi [1/]H.

2 «[lonoxxenue 06 oOecrieyeHUU OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX MPHU
ux o0paboTke B WHGOPMAIIMOHHBIX CHUCTEMax [MEPCOHANBHBIX  JAHHBIXY,
yrBepxaeHHoe [loctanoBnennem IIpaBurenscta PO ot 17.11.2007 r. Ne 781.

3 «Ilopsimox  mpoBenmeHust  knaccuukamuu ~ UHPOPMAIMOHHBIX  CHCTEM
IIEPCOHAIBHBIX JaHHBIX», YTBEpKICHHbIM COBMeCTHBIM [Ipukazom @CTOK Poccun
Ne 55, ®CB Poccun Ne 86 u Mununpopmcssazu PO Ne 20 ot 13.02.2008 r.

4 «Ilonoxenne 00 OCOOEHHOCTSX OOpabOTKH TEPCOHAIBHBIX JIAHHBIX,
OCYILECTBIISIEMOM ©€3 HCIOJIb30BaHUSl CPEACTB ABTOMATHU3allMM», YTBEPKIACHHOE
[Toctanosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 HopmaruBHO-mMeToauueckue aokymMeHThl DenepanbHoil  ciiykObl 1O
TEXHUYECKOMY M SKCIEPTHOMY KOHTpoJito Poccuiickoit @enepanuu (nanee - ®CTIOK
Poccun) o odecrieuenuro 6e3onacuoctu [1/1H nmpu ux oopadotke B UCIIH:

6 bazoBass momenp yrpo3 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX TMPU HX
00paboTke B HMH(POPMALMOHHBIX CHUCTEMax IEPCOHAJIbHBIX JIaHHBIX, YTB. 3aM.
nupektopa @CTIK Poccun 15.02.08 r.

7 Meronuka omnpeneneHusl akTyaJlbHbIX Yrpo3 0€30MacHOCTH NEPCOHAJIbHBIX
JaHHBIX MPU UX 00pabOTKe B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
yTB. 3aM. gupekropa PCTIOK Poccunm 15.02.08 r.



